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Business Threats  

ÅThe term ñall-hazardsò is now considered de riguer 
in the emergency response community.  

ÅDomestic and international groups would harm and 
have harmed the US for a variety of reasons.  
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Critical Infrastructure/Key Resources  
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CI/KR Sectors  

ÅSector -Specific Agency: Department of Homeland 
Security  

ÅSector -Specific Agency: Department of Homeland 
Security  

ÅSector -Specific Agency: Department of Homeland 
Security  
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CI/KR Sectors  

9 



CI/KR Sectors  
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CI/KR Sectors  
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CI/KR Sectors  
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SSA Definition  

ÅProviding institutional knowledge  

ÅAnd specialized expertise as well as  

ÅLeading , facilitating, or supporting the security and 
resilience programs and associated activities of its 
designated critical infrastructure sector in the all -
hazards  environment.  
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Private Sector CI/KR Impact  

ÅDeveloping and revising business continuity and 
emergency management plans to address direct effects 
of incidents and critical dependencies and 
interdependencies at sector, enterprise, and facility 
levels.  
ÅBuilding increased resiliency, backup capabilities, and 

redundancy into business processes and systems.  
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Private Sector CI/KR Impact  

ÅMaintaining coordination with incident 
management, information -sharing, and CIKR 
protection programs.  

ÅReporting CIKR status using established 
mechanisms for inclusion in the national common 
operating picture (COP).  

ÅDeveloping and coordinating CIKR protective and 
emergency -response actions, plans, and programs.  
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Private Sector CI/KR Impact  

ÅGuarding against insider threats.  

ÅProviding technical expertise to DHS, SSAs, ESFs, 
and other Federal, State, tribal, and local entities.  

ÅIdentifying CIKR and prioritizing related protection 
and restoration activities.  
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IS -821.A: Critical Infrastructure Support Annex  



Information Source  

Å36 pages, available free for download.  
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Terrorism Threat  
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Major Terrorism Categories  
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Potential Attack Targets  

ÅPublic venues  
ÅSchools/Universities  
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The Hierarchy of the WMD Threat  
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Al -Qaeda Business Tactic  

ÅInflict heavy economic damage  

ÅUse low cost operations  

ÅSmaller, more frequent attacks  

ÅñStrategy of a thousand cutsò 
ÅObject is to bleed the enemy to death. 

ÅA UPS cargo plane exploded after takeoff 
from Dubai International Airport.  

 

 

 



Package Bombs  

23 



24 

Hydroelectric Plant IED Attack  

ÅDetained & assaulted & detained to employees.  

ÅOne rendered safe.  
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Hydroelectric Plant IED Attack  

ÅFire took three and a half hours to extinguish.  



Current Threat  
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Current Threat  

Å44 page document  

ÅDescribes the rise of lone wolf activity and leaderless 
resistance terrorism  

 

ÅHomegrown Violent Extremist  
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Information Proliferation  
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Current Threat  

ÅOnce someone show interest, they are directed to 
more private areas to continue indoctrination.  

29 



Ohio Incident -11.28.16  
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 Threat Assessment Matrix   

ÅCapacity to obtain/produce material  

ÅFeasibility of delivering/employing material  

ÅPsychological assessment of likelihood of 
perpetration  
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Current Threat  

ÅTarget was a Masonic temple.  

ÅWanted to kill 30 people.  

ÅñI am telling you, if this hit is executed, it will be 
known all over the worldéò 
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Photo credit: Twitter.com  



Current Threat  

ÅIn one case, as many as 30,000.  

33 
Source: ñTerror from the Rightò Special Report, SPLC 



Current Threat  

ÅGovernment buildings  
ÅBanks  
ÅRefineries  
ÅUtilities  
ÅClinics  
ÅSynagogues  
ÅMosques  
ÅMemorials  
ÅBridges  
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Photo credit: http://www.motherjones.com  

Photo credit: http://www.bcbridges.org  
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Infrastructure Target  

ÅEach contained 12 million gallons of liquid propane.  

http://www.panoramio.com/photo/18929943 



Current Threat  
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Population around 27K 

Photo credit: 
Sedgwick County 
Sheriff's Office via AP  

Story credit: 
http://www.busi
nessinsider.com/ 
and AP  



Current Threat  

ÅPower grids  

ÅWastewater treatment plants  

ÅOil/gas pipelines  

ÅPlanes  

ÅMedical devices  

 
http://www.hospira.com  



Power Grid Cyber Attack  

ÅDecember 23, 2015 date of attack.  

ÅHundreds of thousands of homes without electricity.  
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http://arstechnica.com/  



Current Threat  

 
ÅDestroy, incapacitate, exploit critical infrastructure  
ÅThreaten national security  
ÅCause mass casualties  
ÅWeaken the U.S. economy  
ÅDamage public morale/confidence  
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IC3.gov Federal 

Website for 

filing formal 

reports of cyber 

attacks, & 

information 

source. 

/
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Cyber Attack  

ÅUsed a former colleagues password to hack into 
dealerships website.  

ÅCaused cars to be disabled, set off car horns, 
ordered $130,000.00 in GPS equipment.  



Cyber Hack  

ÅAir conditioning, steering wheel, transmission, 
brakes all able to be manipulated.  

ÅCar ended up in a ditch.  
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http://www.wired.com/2015/07/hackers-remotely-kill -jeep-highway/ 

Photo credit:Andy Greenberg/WIRED 



Energy Sector Cyber Attacks  

ÅCountryôs largest electricity Company 

ÅManages three of the 16 types of infrastructure 
critical to human life  

ÅA dozen times in the last decade foreign hackers 
have gained enough remote access to control the 
operations networks that keep the lights on.  
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Sources: The Associated Press & 
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Another Cyber Twist  

ÅCompletely disabling audio hardware,  

ÅUsing an HD audio driver to alert when 
microphones are being accessed,  

ÅEstablishing a strict rejacking policy within the 
industry.  
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11.23.16  



Current Threat Summary  

ÅTeenagers, young children, females, and families are 
now more prevalent in terrorism activities.  
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Current Threat Summary  

ÅConstant vigilance is required to identify suspicious 
activity.  

47  * Source: National Consortium for the Study of Terrorism and Responses to Terrorism  



Tactical Actions  
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