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Message from the Interagency Security
Committee Chair

One of the Department of Homeland Security’s (DHS) national priorities is the
protection of Federal employees and private citizens who work within and visit
U.S. government-owned or leased facilities. The Interagency Security
Committee (ISC), chaired by DHS and consisting of 54 Federal departments
and agencies, has as its mission the development of security standards and best practices for
nonmilitary Federal facilities in the United States.

As Chair of the ISC, I am pleased to introduce the new document titled Planning and Response
to an Active Shooter: An Interagency Security Committee Policy and Best Practices Guide (non-
FOUO). The For Official Use Only (FOUQ) version of this document was initially released to
the Federal community only in July 2015. It streamlined existing ISC policy on active shooter
incidents into one cohesive policy and guidance document to enhance preparedness for an active
shooter incident at Federal facilities. The non-FOUQ version is being made publicly available as
a reference document for the private sector so that a wider audience may benefit from the
information presented herein.

In many cases, active shooter incidents can be unpredictable in nature and can evolve quickly.
As such, a number of guidance documents exist on how to prepare for and respond to an active
shooter incident. Although previous ISC documents discussed active shooter incidents, such as
the Violence in the Federal Workplace: A Guide for Prevention and Response and Occupant
Emergency Programs: An Interagency Security Committee Guide, this single cohesive document
with greater concentration on active shooter incidents serves as a resource for Federal agencies
and departments, and enhances preparedness for an active shooter incident in a Federal facility.

This policy and guidance, approved with full concurrence of the ISC primary members, is a
significant milestone and represents exemplary collaboration across the ISC and among the ISC
Active Shooter Working Group in developing the first ISC document combining policy and
planning guidance. This Policy and Best Practices Guide was approved November 12, 2015 and
will be reviewed and updated as needed.

Caitlin Durkovich
Assistant Secretary
Infrastructure Protection
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ISC Policy
INTENT:

The policy outlined herein is meant to establish baseline agency/department protocols across the
Federal government for active shooter situations. The Interagency Security Committee (ISC),
under the authority of Presidential Executive Orders 12977 and 13286, mandates that the
following policy be enacted at all nonmilitary Federal facilities." Additionally, wherever
possible, it is recommended that Agencies commit to the implementation of the best practices
outlined in the subsequent sections of this document: Planning and Response to an Active
Shooter: An Interagency Security Committee Policy and Best Practices Guide.

POLICY:

1) Each facility shall have an active shooter? preparedness plan, which is to be updated
every two years, as needed. At a minimum, a plan should comprise the following
elements:

a. Security Assessments

Preparedness

Communication

Incident Plan (i.e., actions to take during an incident)

Training and Exercises

Post Incident Recovery

i. Employees
ii. Operations

2) As plans are drafted, reviewed, and updated, each facility Designated Official or designee
shall collaborate with the facility security provider (e.g. Federal Protective Service [FPS],
U.S. Marshals Service [USMS], etc.), on-site law enforcement agencies (if applicable),
and first responder agencies likely to address an active shooter situation.

3) Agency representatives shall collaborate with other tenants/agencies in development of
the plan.

-~ ® o0 o

! The policy outlined herein is a requirement of all agencies within the Executive Branch of the Federal government.
Although this is not a requirement for agencies of the Legislative and Judiciary Branches, the ISC strongly
recommends that agencies within those branches of government also implement this policy.

2 An active shooter is defined as an individual actively engaged in killing or attempting to kill people in a populated
area. While the majority of incidents involve the use of firearms, for the purposes of this policy, the term “active
shooter” may also apply to an individual armed with any other type of weapon (e.g., firearm, knife, explosives, etc.).
Throughout this policy and the subsequent best practices guidance, the ISC will use the term “active shooter” to
describe any incident with a perpetrator who poses an active threat.
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4) Agency representatives shall provide training, materials, and/or awareness discussions to
inform employees of active shooter preparedness plans as they are updated.

a. Employees should be aware of the Federally-endorsed run, hide, fight® concept.

b. Employees should be informed of the importance of having a personal plan.

c. New employees should be given active shooter preparedness training during the
initial onboarding period.

5) The active shooter plan need not be a stand-alone document. The agency/facility security
officials and/or Designated Official will determine the best way to incorporate the active
shooter plan into existing protocols.

6) As previously noted, the six points above are policy requirements for all agencies within
the Executive Branch of the Federal government. What follows throughout the rest of this
document is a set of best practices and recommendations which are not policy
requirements—these are meant to assist with the implementation of an active shooter plan
as mandated by this policy.

® Run, Hide, Fight video with closed captioning option: http://www.fbi.gov/about-us/cirg/active-shooter-and-mass-
casualty-incidents/run-hide-fight-video. The video is also available in multiple languages.
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Executive Summary

The primary mission of the ISC Active Shooter Working Group is to streamline existing ISC
documents on active shooter into one cohesive policy and guidance document that agencies
housed in Federal facilities can use as a reference to enhance prevention, protection, mitigation,
response, and recovery efforts related to an active shooter incident.* The goal of the ISC’s Active
Shooter Working Group is to promote the highest chance of victim and responder survivability
through awareness, prevention, education, and training.

This guidance is designed to be applicable to all buildings and facilities in the United States
occupied by Federal employees. These include existing buildings, new construction, or major
modernizations; facilities owned, or being purchased, or leased; stand-alone facilities; Federal
campuses; where appropriate, individual facilities on Federal campuses; and special-use
facilities.

Due to the nature of an active shooter event, this document contains guidance for all who might
be involved, including law enforcement agencies, facility tenants, and the public. Certain
responsibilities outlined within this document are specific to designated law enforcement officers
or personnel possessing the authority and training to take immediate action to contain,
apprehend, or neutralize an active threat. Other sections of this document are meant to educate
facility tenants regarding actions they can take to save themselves or others.

* The FOUO version of this document was initially released to the Federal community in July 2015. It streamlined
existing I1SC policy on active shooter incidents into one cohesive policy and guidance document to enhance
preparedness for an active shooter incident at Federal facilities. The non-FOUO version is being made publicly
available as a reference document for the private sector. It is generally outside the scope of the ISC to promulgate
policies and/or best practices for the private sector. However, the ISC has released this document so that a wider
audience may benefit from the information presented herein. References to Federal facilities have not been removed.
The private sector and other non-government entities may interpret this document as appropriate to their specific
facility security plans.
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1 Introduction to Planning Guidance

Our Nation’s Federal agencies are entrusted with providing a safe and secure environment for
our government’s most essential functions and assets, including the personnel that may occupy
their facilities and the public that may pass through conducting business with the Federal
government on any given day. Federal facilities are faced with planning for emergencies of all
kinds, ranging from active shooters, hostage situations, and other similar security challenges, as
well as natural threats to include fires, tornadoes, floods, hurricanes, earthquakes, and pandemics
of infectious diseases. Many of these emergencies occur with little to no warning; therefore, it is
critical for all facilities to plan in advance to help ensure the safety, security, and general welfare
of all facility occupants.

The primary mission of the Interagency Security Committee (ISC) Active Shooter Working
Group is to streamline existing ISC policy on active shooter incident planning and response into
one cohesive policy and guidance document that agencies housed in Federal facilities can use as
a reference to enhance preparedness for an active shooter incident.

The ISC defines Federal facilities as buildings and facilities in the United States occupied by
Federal employees for nonmilitary activities. These include existing buildings, new construction,
or major modernizations; facilities owned, to be purchased, or leased; stand-alone facilities,
Federal campuses, and where appropriate, individual facilities on Federal campuses; and special-
use facilities.

This document provides emergency planners, disaster committees, executive leadership, and
others involved in emergency operations planning with detailed discussions of unique issues
faced in Federal facilities before, during, and after an active shooter event. Occupant Emergency
Plans should be living documents that are routinely reviewed and updated to consider all types of
hazards, including the possibility of workplace violence, an active shooter, or terrorist incident.
As our Nation continues to draw on lessons learned from actual emergencies, Federal facilities
should incorporate those lessons learned into existing, or newly created, plans and procedures.

2 Background

The frequency of active shooter incidents has increased in recent years, and these incidents have
affected numerous places where citizens congregate, such as schools, workplaces, places of
worship, shopping malls, public meetings, and movie theaters. Unfortunately, these events
highlight the need to reduce the risk of active shooter incidents while improving preparedness
and strengthening ongoing efforts intended to prevent future occurrences.

The ISC defines an active shooter as an individual or individuals actively engaged in killing or
attempting to kill people in a populated area. In most cases, firearms are the weapon of choice
during active shooter incidents, but any weapon (such as a knife, etc.) can be used to harm
innocent individuals. Typically, there is no pattern or method to the selection of victims. Active
shooter situations are dynamic and quickly evolve. Often, the immediate deployment of law
enforcement is required to stop the aggressive action of a shooter to mitigate harm to potential
victims. However, because active shooter situations are also frequently over prior to the arrival
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of law enforcement, individuals must be prepared both mentally and physically to deal with an
active shooter situation prior to law enforcement arrival.

Agencies continue to evaluate active shooter events in an attempt to generate a profile of an
active shooter. There are no hard links to provide an accurate profile of an active shooter.
Though there is no profile, there are several possible indicators that can give clues to the
possibility of a potential active shooter; see Section 5: Preparedness. Continuous evaluation of
these events is necessary and should be aimed at the detection, management, and resolution of an
impending crisis in order to effectively exercise early prevention mechanisms. A good basic
document is the 2014 Texas State University and Federal Bureau of Investigation’s (FBI) A
Study of Active Shooter Incidents, 2000 - 2013 (see key research findings on page 4).

The ISC Active Shooter Working Group’s primary mission was to develop one cohesive active
shooter document that agencies housed in Federal facilities can use as a reference to enhance
preparedness for an active shooter incident(s). This document may also be useful to other local
jurisdictions across the United States.

National preparedness efforts, including planning, are based on Presidential Policy Directive
(PPD) 8: National Preparedness, which was signed by President Obama in March 2011. This
directive represents an evolution in our collective understanding of national preparedness based
on lessons learned from natural disasters, terrorist acts, active shooter events, and other violent
incidents.

PPD-8 characterizes preparedness using five mission areas: prevention, protection, mitigation,
response, and recovery. Emergency management officials and emergency responders engaging
with Federal facilities are familiar with this terminology. These mission areas generally align
with the three temporal frameworks (time frames) associated with an incident: pre-incident,
incident, and post-incident environments. Most of the prevention, protection, and mitigation
activities generally occur before or are modified after an incident, although these three mission
areas are frequently applicable during an incident. For example, injury prevention can and should
occur before, during, and after an incident. Response activities occur during an incident, while
recovery activities can begin during and after an incident.

Planning teams at Federal facilities responsible for developing and revising occupant emergency
plans and procedures should use the concepts and principles of the National Incident
Management System (NIMS) to incorporate planning efforts into existing emergency programs
and plans that are related to active shooter incidents and other hostile threats. One component of
NIMS is the Incident Command System (ICS), which provides a standardized approach for
incident management, regardless of cause, size, location, or complexity of the event. By using
the ICS during an incident, Federal facilities will be able to work more effectively with the first
responders in their communities.®

® The study can be found at: http://www.fbi.gov/news/stories/2014/september/fbi-releases-study-on-active-shooter-
incidents/fbi-releases-study-on-active-shooter-incidents?utm campaign=email-
Immediate&utm medium=email&utm_source=fhi-top-stories&utm_content=359177.

® For more information on the National Incident Management System and the Incident Command System, please see
http://www.fema.gov/national-incident-management-system.
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Examples of recommended practices and matters to consider have been included in this
document for planning and implementation purposes; however, Federal facility emergency
managers—with the support of their leadership and in conjunction with local emergency
managers and responders—must consider what is most appropriate for that facility and its
occupants. Additionally, planning teams should consider Federal, state, and local laws and
regulations.

There are various documents, studies, and websites devoted to the awareness of active shooter
incidents; reference Section 9: Resources/Templates for a list of resources and links that may be
useful in developing or reviewing active shooter plans. These websites are constantly evolving
and being updated as lessons are learned. The resources vary in content, ranging from providing
an overview of past shooting incidents, findings, a background analysis of the shooter, weaponry
used, resolution of events, training, equipment, and best practices. The inclusion of certain
references does not imply endorsement of any documents, products, or approaches. Other
resources may be equally helpful and should be considered in creating or revising existing plans
and procedures.

Planning and Response to an Active Shooter 3



Figure 1: Key Research Findings”®

e 160 Active Shooter incidents occurred between 2000 and 2013.

e An average of 11.4 incidents occurred annually: an average of 6.4 annually in the first
seven years of the study and an average of 16.4 annually in the last seven years.

e Shootings occurred in 40 of 50 states and the District of Columbia.

e The 160 incidents resulted in 1,043 casualties: 486 killed and 557 wounded, not
including the shooter.

¢ Inincidents, the median number of people killed was two, the median wounded was
two.

e Approximately 60 percent of the incidents ended before police arrived.

e 64 (40 percent) of the incidents ended with the shooter committing suicide.

e In 21 incidents (13.1 percent), the incident ended after unarmed citizens safely and
successfully restrained the shooter. Of note, 11 of the incidents involved unarmed
principals, teachers, other school staff, and students who confronted shooters to end the
threat.

e In 45 of the 160 (28.1 percent) incidents, law enforcement had to engage the shooter to
end the threat. In 21 of those 45 (46.7 percent) instances, law enforcement suffered
casualties with nine killed and 28 wounded.

e In 64 cases where the duration could be ascertained, 44 (69 percent) ended in less than
five minutes with 23 ending in two minutes or less.

¢ Infive incidents (3.8 percent) the shooting ended after armed individuals who were not
law enforcement personnel exchanged gunfire with the shooters.

e Active shooter incidents occurred most frequently in areas of commerce (46 percent),
followed by educational environments (24 percent), and government properties (ten
percent).

! Blair, J. Pete, and Schweit, Katherine W. (2014). A Study of Active Shooter Incidents, 2000 - 2013. Texas State
University and Federal Bureau of Investigation, U.S. Department of Justice, Washington D.C. 2014.,
http://www.fhi.gov/news/stories/2014/september/fbi-releases-study-on-active-shooter-incidents/fbi-releases-study-
on-active-shooter-incidents?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-top-
stories&utm_content=359177

® Note: this study examines all active shooter incidents occurring in the United States, not just those at Federal
facilities. The FBI identifies the criteria for an active shooter event as “individuals actively engaged in killing or
attempting to kill people in populated areas (excluding shootings related to gang or drug violence).” The study
contains a full list of the 160 incidents used, including those that occurred at Virginia Tech, Sandy Hook Elementary
School, the U.S. Holocaust Memorial Museum, Fort Hood, the Aurora (Colorado) Cinemark Century 16 movie
theater, the Sikh Temple of Wisconsin, and the Washington Navy Yard.

Planning and Response to an Active Shooter 4


http://www.fbi.gov/news/stories/2014/september/fbi-releases-study-on-active-shooter-incidents/fbi-releases-study-on-active-shooter-incidents?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-top-stories&utm_content=359177
http://www.fbi.gov/news/stories/2014/september/fbi-releases-study-on-active-shooter-incidents/fbi-releases-study-on-active-shooter-incidents?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-top-stories&utm_content=359177
http://www.fbi.gov/news/stories/2014/september/fbi-releases-study-on-active-shooter-incidents/fbi-releases-study-on-active-shooter-incidents?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-top-stories&utm_content=359177

3 Applicability and Scope

Pursuant to the authority granted to the ISC in Section 5 of Executive Order (EO) 12977, as
amended by EO 13286, this ISC guidance is intended to be a reference document to provide
agencies with enhanced preparedness for an active shooter incident. The goal of the ISC’s Active
Shooter Working Group was to promote the highest chance of victim and responder survivability
through awareness, prevention, education, and training.

This guidance was designed to be applicable to all buildings and facilities in the United States
occupied by Federal employees. These include existing buildings, new construction, or major
modernizations; facilities owned, being purchased, or leased; stand-alone facilities; Federal
campuses; where appropriate, individual facilities on Federal campuses; and special-use
facilities.

Due to the nature of an active shooter event, this document contains guidance for all who might
be involved in an active shooter event, including law enforcement agencies, facility tenants, and
the public. Certain responsibilities outlined within this document are specific to designated law
enforcement officers or personnel possessing the authority and training to take immediate action
to contain, apprehend, or neutralize an active threat, while other sections of this document are
meant to educate facility tenants.

4 Incorporating Active Shooter Considerations into
the Occupant Emergency Program

A mutually supportive relationship exists between the risk management process, facility security
assessments, and the Occupant Emergency Program (OEP). The OEP establishes basic
procedures for safeguarding lives and property in and around the facility during emergencies.® 41
Code of Federal Regulations (CFR) requires Federal agencies to have an OEP.*® The OEP
should contain the Facility Security Plan (FSP) and the Occupant Emergency Plan (OEP). As
mandated by 41 CFR, facility Designated Officials are responsible for establishing, staffing, and
training an Occupant Emergency Organization (OEQ) which will develop, implement, and
maintain the OEP.

Once risks to a facility are accurately assessed, including those posed by an active shooter event,
facility security managers and Designated Officials can determine whether countermeasures in
place are adequate to mitigate those risks or whether additional countermeasures are required.
Procedural, programmatic, and physical security countermeasures resulting from the facility
security assessment regarding active shooter events and other emergency situations should be
included in the Occupant Emergency Program, Occupant Emergency Plan,** and Facility

° For more information, see Occupant Emergency Programs: An Interagency Security Committee Guide, March
2013. The guide can be accessed at: http://www.dhs.gov/publication/isc-occupant-emergency-programs-guide.

1941 CFR 102-74.230 through 102-74.260

1 As differentiated from the occupant emergency program, an occupant emergency plan is a document describing
the actions occupants should take to ensure their safety in a particular emergency situation.
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Security Plan. These plans are intended to minimize the risk to personnel, property, and other
assets within the facility if an incident occurs inside or immediately surrounding the facility by
providing facility-specific response procedures for occupants to follow.*?

Since the September 11, 2001 attacks, various Presidential Directives and Executive Orders have
been issued requiring Federal agencies to develop and implement plans, policies, and procedures
for dealing with and responding to emergency situations. Agencies can use existing guidance
such as OEPs, disaster response plans, and Continuity of Operations (COOP) plans when
developing an active shooter or workplace violence prevention program and plan. As with any
threat or hazard that is included in an OEP, goals, objectives, and courses of action should be
established for an active shooter response plan. These plans should be included in the OEP as an
addendum or a functional annex. For example, evacuation will be different during an active
shooter incident than it would be for a fire.

Incorporating the concept of facility protection into the site’s OEP can help reduce the likelihood
of workplace violence incidents (including active shooter scenarios), increase the effectiveness
of response, and limit casualties. Most acts of workplace violence occur as some form of verbal
or non-verbal threat, bullying, harassment, or non-fatal physical assault. However, it is important
to remember acts of physical workplace violence might start as some form of non-physical
assault, so agencies must take all threats seriously and respond appropriately. It is also important
to note a threat will not lead to a violent act in the great majority of cases. The threat itself,
however, damages workplace safety and must be addressed.

While active shooter events are rare, the random and unpredictable nature of the threat and
operating area present a complex challenge to Federal security and law enforcement personnel.
Ideally, Federal security and law enforcement will deter and prevent active shooter attacks
altogether. Should deterrence and prevention fail, however, occupant knowledge and application
of emergency procedures and protective actions will save lives. Therefore, an OEP that
delineates procedures to protect life and property in federally occupied space during emergency
conditions is an essential tool, both before and during an active shooter incident.

Plans should be created with input from internal and external stakeholders. Internal stakeholders
may include leadership, security, facility owners and operators, property managers, the human
resources department, risk managers, and the training department. External stakeholders should
include local police, emergency medical services (EMS), emergency management, and fire
personnel.

An effective active shooter plan will include the following:

e Proactive steps that can be taken by facility tenants to identify individuals who may be on
a trajectory to commit a violent act.

e A preferred method for reporting active shooter incidents, including informing all those
at the facility or who may be entering the facility.

e How to neutralize the threat and achieve life safety objectives.

12 For more information, see Occupant Emergency Programs: An Interagency Security Committee Guide, March
2013. The guide can be accessed at: http://www.dhs.gov/publication/isc-occupant-emergency-programs-guide.
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Evacuation, shelter-in-place, hide, and lockdown policies and procedures for individual
offices and buildings.

o0 Emergency escape procedures and route assignments (e.g., floor plans, safe
areas), including where to evacuate and how to evacuate when the primary
evacuation routes are unusable.

= Plans should clearly explain shelter-in-place and lockdown procedures,
including the differences between the two.

o0 How to select effective “hide” locations.

= Optimal locations have ballistic protection known as “cover” which
include thick walls made of steel, cinder block, or brick and mortar; solid
doors with locks; and areas with minimal glass and interior windows.
These areas can be stocked with accessible first aid and emergency kits
designed for hemorrhage control, communication devices, and telephones
and/or duress alarms.

= Designated “shelter-in-place” locations are often designed for natural
hazards (earthquakes, tornadoes, etc.) and may not be ideal for active
shooter incidents. Facilities and/or agencies should consider the
development of safe rooms when selecting or renewing a leased facility or
new construction. See below for a discussion of safe rooms.

o0 Personnel involved in such planning should ensure all sheltering sites and
evacuation routes are accessible for persons with disabilities.

Integration with the facility incident commander and the external incident commander.

Information concerning local area emergency response agencies and hospitals (i.e., name,
telephone number, and distance from the location), including internal phone numbers and
contacts.

How operations will be restored.

After the procedures are approved, occupant personnel should become intimately familiar with
the OEP and active shooter plan through training and exercises before an emergency strikes.
Drills and exercises should occur at least annually but preferably more frequently. For building-
specific risk assessments, reference the Risk Management Process for Federal Facilities: An
Interagency Security Standard.™

4.1 Challenges

Preparing for and responding to an active shooter incident at Federal facilities poses unique
challenges. Prior to finalizing or updating incident plans, the agency/facility officials should
expect to confront many potential difficulties. These challenges include but are not limited to:

3 The standard can be found at: http://www.dhs.gov/sites/default/files/publications/ISC_Risk-Management-
Process Aug 2013.pdf.
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facility size, facility population, existing security practices, agency mission, child care centers,
protection of sensitive and classified information, interaction with the public (e.g., visitor
centers, courts, multi-tenant facilities), campus environments, areas of ingress and egress, and
mixed-use spaces (e.g., retail shops). It is important to note that each site will pose a unique set
of challenges. For this reason, it is important that each facility’s active shooter preparedness plan
is tailored to address the particularities posed by the site.

Addressing these challenges requires coordination between facility managers, security personnel,
emergency management personnel, employees and Federal, state, and local law enforcement.
Agencies housed in Federal facilities can use this ISC guidance document to mitigate and
prepare for an active shooter incident and to promote the highest chance of victim and responder
survivability through awareness, prevention, and education.

5 Preparedness

A major component of any active shooter program or plan is preparedness. This section focuses
on measures that can be taken to reduce the risk of violent behavior; as well as mitigate the
impacts of violent behavior should it occur. All workplace violence prevention, including active
shooter programs, should meet minimum requirements set forth in Section 19 of the
Occupational Safety and Health (OSH) Act of 1970, EO 12196, and the basic program elements
under 29 CFR Part 1960.

The 2013 Report on the National Summit on Multiple Casualty Shootings identified five non-
linear components of mass casualty violence prevention:

e ldentifying a person posing a potential threat of violence;
e Notifying the appropriate authorities with this information;
e Evaluating the threat credibility;
e Intervening to prevent the threat; and
e Documenting the intervention and disseminating the information within applicable
laws and regulations.
Internal and external partners, programs, and processes can assist with these steps.

No profile exists for an active shooter; however, research indicates there may be signs or
indicators. Facility employees should learn the signs of a potentially volatile situation that could
develop into an active shooter incident. Each employee should be empowered to proactively seek
ways to prevent an incident with internal resources or additional external assistance.

1 paparazzo, John, Christine Eith, and Jennifer Tocco. 2013. Strategic Approaches to Preventing Multiple Casualty
Violence: Report on the National Summit on Multiple Casualty Shootings. Washington, D.C.: U.S. Department of
Justice, Office of Community Oriented Policing Services.
https://www.fletc.gov/sites/default/files/imported_files/publications/summits-on-preventing-multiple-causality-
violence/e021311546 MultiCasualty-Violence v508 05APR13.pdf.
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By highlighting pre-attack behaviors displayed by past offenders, researchers have sought to
enhance the detection and prevention of tragic events, including active shooter situations. Several
agencies within the Federal government continue to explore incidents of targeted violence in an
effort to identify these potential “warning signs.” Lessons learned from incidents during the last
decade have aided first responders in better understanding how these incidents occur and how to
prevent them.

While current studies are underway, past research has proven a valuable resource. For example,
in 2002, the FBI published a monograph on workplace violence, including problematic behaviors
of concern that may telegraph violent ideations and plans.™ In 2010, the U.S. Secret Service
(USSS), U.S. Department of Education, and the FBI collaborated to produce the report Campus
Attacks: Targeted Violence Affecting Institutions of Higher Education, which examined lethal or
attempted lethal attacks at U.S. universities and colleges from 1900 to 2008.° The report
featured several key observations related to pre-attack behaviors, including the following:

e Concerning behaviors were observed by friends, family, associates, professors, or law
enforcement in 31 percent of the cases. These behaviors included, but were not limited to,
paranoid ideas, delusional statements, changes in personality or performance, disciplinary
problems on site, depressed mood, suicidal ideation, non-specific threats of violence,
increased isolation, “odd” or “bizarre” behavior, and interest in or acquisition of
weapons.

e Inonly 13 percent of the cases did subjects make verbal and/or written threats to cause
harm to the target. These threats were both veiled and explicit and were conveyed
directly to the target or to a third party about the target.

e In 19 percent of the cases, stalking or harassing behavior was reported prior to the attack.
These behaviors occurred within the context of a current or former romantic relationship
and in academic and other non-romantic settings. They took on various forms, including
written communications (conventional and electronic), telephone contact, and harassment
of the target and/or the target’s friends and/or family. Subjects also followed or visited
the target(s) or their families or damaged property belonging to the target(s) or their
families prior to the attack.

e Inonly 10 percent of the cases did the subject engage in physically aggressive acts
toward the targets. These behaviors took the form of physical assault, menacing actions
with weapons, or repeated physical violence to intimate partners.

Specialized units in the Federal government, such as the FBI’s Behavioral Analysis Unit (BAU),
continue to support behaviorally-based operational assessments of persons of concern in a

> Workplace Violence: Issues in Response. U.S. Department of Justice, FBI Academy. 2002.
http://www.fhi.gov/stats-services/publications/workplace-violence.

16 Campus Attacks: Targeted Violence Affecting Institutions of Higher Education. Joint publication of U.S. Secret
Service, U.S. Department of Education, and Federal Bureau of Investigation. 2010.
http://rems.ed.gov/docs/CampusAttacks_201004.pdf.

Vossekuil, Bryan, et al. The Final Report and Findings of the Safe School Initiative: Implications for the Prevention
of School Attacks in the United States. Washington D.C.: U.S. Department of Education and U.S. Secret Service,
2004.
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variety of settings (e.g., schools, workplaces, places of worship, etc.) who appear to be on a
trajectory towards violence. A review of current research, threat assessment literature, and active
shooting incidents, combined with the extensive case experience of the BAU, suggests that there
are observable pre-attack behaviors that, if recognized, could lead to the disruption of a planned
attack.'” While checklists of various warning signs are often of limited use in isolation, the FBI
has identified some behavioral indicators that should prompt further exploration and attention
from law enforcement and/or facility security. These behaviors often include:

e development of a personal grievance;

e contextually inappropriate and recent acquisitions of multiple weapons;

e contextually inappropriate and recent escalation in target practice and weapons training;
e contextually inappropriate and recent interest in explosives;

e contextually inappropriate and intense interest or fascination with previous shootings or
mass attacks; and

e experience of a significant personal loss (whether real or perceived) in the weeks and/or
months leading up to the attack, such as a death, breakup, divorce, or loss of a job.

Few offenders had previous arrests for violent crimes.

The profile of an applicant for a security clearance could contain indicators of possible future
psychological or behavioral abnormalities. For this reason, investigators and screeners should be
aware of such behavioral patterns revealed during an applicant’s examination. If not of sufficient
magnitude for immediate rejection of the clearance, additional examination should focus on the
questionable elements that suggest a potential problem. These findings should be recorded and
reported to the proper officials.

5.1 Reporting Indicators, Warnings, and Incidents of
Workplace Violence

Procedures for reporting violent incidents vary according to the type and intensity of violence
involved; most Federal workplaces have a variety of reporting options. Depending on the nature
of the situation, available resources, and the need for security/law enforcement involvement, the
report may be made by or be provided to:

17 Calhoun, Frederick and Stephen Weston. Contemporary Threat Management: A Practical Guide for Identifying,
Assessing, and Managing Individuals of Violent Intent. San Diego, CA: Specialized Training Services. 2003.

Deisinger, Gene, et al. The Handbook for Campus Threat Assessment and Management Teams. Stoneham, MA:
Applied Risk Management. 2008.

Fein, Robert, et al. Threat Assessment: An Approach to Prevent Targeted Violence. Washington, DC: U.S.
Department of Justice, Office of Justice Programs, National Institute of Justice. 1995.

Monahan, John, et al. Rethinking Risk Assessment: The MacArthur Study of Mental Disorder and Violence. New
York, NY: Oxford University Press. 2001.
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e the employee’s manager;
e the employee’s colleagues and co-workers;
¢ in-house security;

e Human Resources or organizations such as Equal Employment Opportunity (EEO),
Sexual Assault Response Coordinator, or other Federal equivalent, etc.;

e threat assessment team;

e appropriate agency security (e.g., personnel security, adjudicators, etc.);
e Federal Protective Service (FPS);

e local mental health agencies or crisis intervention organizations; or

e local police departments.

In addition to established reporting procedures, agencies should allow employees who have
safety or reprisal concerns to submit anonymous (to the extent possible) reports. Regardless of
the specific reporting procedures, maintaining a successful violence prevention and response
program requires agencies to investigate all reports and follow up with the appropriate actions
where necessary. However, agencies should keep in mind that if there is no complainant, a law
enforcement entity may feel there is no crime to investigate.

Accurate and early reporting that allows for a well-timed intervention can be instrumental in
resolving issues of workplace incivility and bullying before they have the opportunity to escalate
into physical violence. Developing and implementing reporting procedures for workplace
interpersonal issues are just as important as establishing procedures for reporting physical
violence. Employees who feel they are victims of bullying, verbal or electronic harassment/cyber
bullying (e.g., emails, text messages, web pages), psychological violence, emotional abuse, or
any type of domestic violence need to report the problem, as these behaviors can have negative
impacts on the victim, work environment, and employee productivity. Employees should be
encouraged to document the incidents in order to assist with remembering details, dates, and
frequency of the incidents.

Early reporting of perceived abuse allows management to quickly address and correct a problem
before it becomes more severe. The level of the management chain where an employee reports
this type of violence will depend on who is committing the violence. If a direct supervisor is the
perpetrator, then the employee needs to move up one or more levels on the management chain to
report the violence. Additionally, employees need to be encouraged to report these incidents and
be ensured of non-reprisal. It is recommended that a system be created, if not already in place, so
that employees have the opportunity to speak to someone (non-affiliated in the reporting chain)
who can determine the appropriate measures (e.g., counseling, reporting etc.) and to whom the
incident is to be reported.

5.2 Threat Assessment Teams

Research shows that perpetrators of targeted acts of violence engage in both covert and overt
behaviors prior to the attacks. Another resource most agencies can use to identify, evaluate, and
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address these troubling signs is a multidisciplinary Threat Assessment Team (TAT). The Threat
Assessment Team’s objective is to use internal agency specialists (which could include personnel
from the internal security office, Office of the Inspector General, Office of the Chief Human
Capital Officer, Office of General Counsel, etc.) to prevent violence from occurring. Members
are responsible for addressing threats, confronting violent behavior, and assisting in assessing
potential for violence. TAT members consider, plan, prepare, share, and, in some cases, move on
to action. The TAT serves as a central convening body that ensures that warning signs observed
by multiple people are not considered isolated incidents and do not slip through the cracks, as
they actually may represent escalating behavior that is a serious concern.

Federal entities should keep in mind, however, the importance of relying on factual information
(including observed behavior) and avoid unfair labeling or stereotyping to remain in compliance
with civil rights, privacy, and other applicable Federal and state laws. TATSs are already an
established protocol in most educational settings and have proven quite valuable. TATs w